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Design and Implementation of Adversarial Attack Algorithms for

Federated Recommendation

Student majoring in software engineering Zhongjian Zhang
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Abstract: Recommendation systems are designed to recommend items to users, but the centralized data
storage method increases the risk of privacy breaches. Thus, federated recommendation (FR) based on
federated learning (FL) emerged. Unlike FL, FR has a unique sparse aggregation mechanism where the
embedding information of each item can only be updated by some client devices. Recently, Byzantine attacks
have received attention because malicious clients can send arbitrary updates, leading to model security issues.
However, existing Byzantine work ignores the unique sparse aggregation in FR. Therefore, this study
attempted to investigate Byzantine attacks on FR from the perspective of sparse aggregation for the first time,
redefining Byzantine robustness under sparse aggregation and designing a series of effective attack strategies,
called Spattack. A large number of experimental results show that Spattack can effectively prevent model
convergence and even break down defenses in the case of a small number of attackers, which has also raised
concerns about protecting FR systems.
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TRFFAHEI R o fEMean(-)AGR F, REMFLERT R mA. FRRERZ, St
& AGR, tNMedian(-) 5 & 45, AT BE2 IR B EAL B RE LI 75 F 9 B4 i I
DAL A e 0 2t AT LRI 54 1) AGR IR 1E BI85

Spattack-I-SH1 Spattack-11-ST i o B Ly TF AN R 2 7 ity AF BT 0 i ) e K2R
B, RGNS, WERM K, W ARy 0 A BRI, LEX R L
N, BIRE 5 KIEAE T, B %225 ) b IS K o 3 BB ARAT I 21 o Dh 1 BR ]
BRI AT NIRRT RAEF P RSOy PR R L S H A it (0 e K K B
RIS, N TSR i BN AT REXE LSS HA R, A SO SRR AR e i e 3%
R P R - oA, TR AR A S IR AT B I AT RN R P i R R A B
Vi AE, PRIE#nl LA B0 B 2 PR B E TS 5 RIER - b 3248 5. 1Y)
i, RJE A3 TR I ) R MERR S (Spattack-1-S) BUBEALEE A (Spattack-11-S) AE %=
B

ARG HEERIEGEZRER DT

FEARTTH, ARSGHAT 7 RESE B ERE LI (RQ) -
® RQI1: SIANIFHELE LA, Spattack I 2
® RQ2: Spattack REFT AT LE FR FHIBHIFE it 2
® RQ3: Spattack RET 4 RIAF ) FR R ?
® RQ4: HBZHNt Spattack A 4§ 2
4.1 LIWIME

FIT A S ERAE — G A — 1 GPU (NVIDIA GeForce RTX 3090) A1 CPU (Intel Xeon
Gold 6348) 1 Linux A 55 #s E#EAT, I HIL3AE RSN Ubuntu 18.04.5. A SCAE AR %
2231 E PyTorch SZEL T prft H BM i . Python A1 PyTorch FIRRA N 3.9.11 Fl
1.10.1+culll.
4.2 LR E

BHEE. A IR T Spattack 75 =N V2 H AR LT VY, QIEHEHERE
HHEE MovieLens-1M (MLIM) [13], /MNURRA) MovieLens-100K (ML100K) F1j#x¥;
HEF R EE Steam-200K (Steam)[8], i Ha £ FIFFIE S S5 7E SR 4-1 Hh B E 5L HT TAE[14,29]
AR ERCE, @RS B e O B U it = o I bR R A Bk — Bl Wl
RERHE Ry, HA B 508 28 B R ONIREE, KR T HEIZE.

F 41 BRSNSt

Dataset #Users #ltems #Edges Sparsity
ML100K 943 1,682 100,000 93.70%
MLIM 6,040 3,706 1,000,209 95.53%
Steam 3,753 5,134 114,713 99.40%

S F . N T A XA R HE R &, R TR LI VEAS vk, B
A (HR) AHEA NKE ISR R A 28 (nDCGEK ), X B 53ml% BEK N 5 Al
10, XFFREAH, BHTERE YR it AT HE 2 AR FERT, DR b vz 48
(PSS [9, 141, MARSH A2 Y& BENLHEE 100 M5, SRS B IRA f 42 78
X 100 M o HREK R AW i & B AE BT K AL 1 HE4 , nNDCGOK 2% Fe Ay B 81 4
75 1Y HR@K I nNDCGOK o B 4F (I HEFEYERE , B IR VAL FRARMNAE R AR o B 5.

BRFIEIE R Gt . A CHE VAL Th 8 A FedMF [29]7E 9 H bt Bl (g 22 by, MLk m] 43 B



PITFEAE SR ARYE (2948 F BPR #15R %L, FedMF A B F P iR N FHHAE IR 55 2%
AR RN, BRNETR/NEE N 32, (N 0 ARiEZE AN 0. 01 B IEA AT Y]
WEALH P RN« N T PEAE Spattack HIVZALRE 11, AR SCIENT B S FedGNN[38]
ATV, %07 R AR OR Y B AL B R EE B R 25 B A = B F P -0 i 28 LA S ) GNN
FEAY . ASCA# F BPR $ 2k 25— 2 2 FedGNN AR, H ik AR GNN 2%
PITEIR S5 st T e Rk, F P AP NGEE BN 32, BRI e R/ANEE N 64,
i FH Xavier Glorot FIFJEEA T IEFRE S AN 1 RVTIa1 GNN AL [ . BENLES &
TP (SGD) #iE NEIATIRAL L, HEESREE N 0.01, BRIMEH T lgafe i
B R 200, BRI S I AT
REWFE SRR . R Spattack Tl 5 KT VEBHT LI, B S R B 1R
B, oA S s S SO SR A O R
® LabelFlip [34] A 2 T IR 8E o0 A, AU B 0% 5 2 i I SAn 2 R F 3 40
o BNERE S bl A HL I IEREARVE A REA, il SRR E A IEFEAR
® FedAttack [391i8 8 A Y I IE/ AR AT HUR s il . BNVEBRE P IERS
F P 2@ s A I S E N R AR, 5 H P X8 A FE LA SO IEREA
5 R R R M, S B S SO BT R
® Gaussian[ 11144 H R MRS R S0 Am, SR DA ROREA,
® LIE[3] 1] ML B P E A IN/N M S o 5 0. 1 73 9 52 S B S HObm v 22 1A 4 il
Ao
® Fang/[ 11]7E 1E 3 Bh AR SO [ s nme s o A3, 41 (K BENL 50 5 A v 3% 38 20 48 i
Ao
® Cluster[46] 1% BEMY) ik NIHR B LA 2 R REBE R . B R E
N1, RIBNBEREERE N, 10],
smmw+mxﬁ$éﬂwﬁﬁsﬁmuﬂﬁﬁﬁwﬁE&EEﬁE%w&ﬁﬁm
WEME, FHRGEEEEEE, By RS
Spattack-11-S/D. X} TAEAmnBhiE, MWIMEN 0, FriEZER 1 1 mil oA R
BUBREE, FrASE P imf L = m ] — MR .
Spattack-I/I1-S o RN R 7 iy A BE ) it IR 5 KB TR L 0 52 B BRI BT, AR 540 5 5 4
(R 53 A1 AR BB P i R R B P A3, BRIV SEHT VB 2 I W ol 2 WA 22 1%
B, R R R E AT E RN
FAEFE 5B HIERE . N T U0AIE Spattack J& 75 7] ARG FL HHi &R &S, A
7ELL N B A SR mE T VR4S Spattack 14 fE -
® Mean & FL F [\ FEUHER & 8%, THEAENERT 80 B P ME
® Median[43]/2 B 0.5 A S Gt SR &%, HEICENP AL EUE.
® Trimmed-mean [43] %} TR/ B BT LA om B, AR5 P H IR E.
® Krum [51i%55 b A& 1 AR B S AR LA
® Norm [ 33] i FH 5] B 5 U B e
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% 4-2 M Spattack BEHKA (1I-S, 1I-D, 1-S, 1-D) F1 6 MEEFF HERHE SnEE LA THIELER
Dataset Metric LabelFlip FedAttack Gaussian LIE  Cluster Fang | Typell-S Type-II-D Type--S Type-I-D
0.2517 0.2550 0.2550  0.2539 02461 0.1957 | 0.1018 0.0721 0.0594 0.0530

HR@5 (-3%) (-2%) (2%)  (2%)  (-5%) (25%) | (-59%) = (-71%)  (-76%)  (-79%)
0.1706 0.1721 0.1729  0.1724 0.1678 0.1229 | 0.0620  0.0380  0.0362  0.0339
ML100K | nDCG@5 (-3%) (-2%) (1%) (2%  (4%) (30%) | (-62%)  (-77%) = (-78%)  (-79%)

0.4083 04094 04116 04116 03982 02919 | 02163  0.1601  0.0997  0.0944
HR@10 (-2%) (-2%) (2%)  (2%)  (-5%)  (30%) | (-47%) = (-60%)  (-75%)  (-T7%)
02206 02213 02230 02229 02166 0.1541 | 0.0980  0.0658  0.0492  0.0470

nDCG@I0 | (-29) (-2%) 1% (1% (-4%)  (-32%) | (-54%) (-69%)  (-77%) _ (-78%)

0.3051 0.3056 03053 03054 03033 0.2827 | 0.1007 0.0921  0.0925  0.0907

HR@5 (-1%) -1%) Cl%)  (1%)  (2%)  (9%) | (-68%)  (-71%)  (-70%)  (-71%)

0.2013 0.2021 0.2017 02018 0.2004 0.1858 | 0.0581 0.0521  0.0553  0.0549

MLIM | nDCG@5 (-2%) (-1%) (1%)  (1%)  (2%)  (9%) | (72%)  (75%)  (-73%)  (-73%)

0.4632 0.4634 0.4634 04634 04592 03977 | 02141 0.1935 01753 0.1679
HR@10 (-1%) (-1%) -1%) 1%  (2%) (-15%) | (-54%) (-58%)  (-62%)  (-64%)
0.2522 0.2528 02526 02526 02506 0.2231 | 0.0939 0.0846  0.0817  0.0793
nDCG@I10 | (1% (-1%) -1%) (1% (2%) (-12%) | (-63%) (-67%)  (-68%)  (-69%)
0.4792 0.4798 0.4879 04862 04263 0.0278 | 0.0426 0.0139  0.0671  0.0685
HR@5 (-15%) (-15%) (-14%)  (-14%) (-25%) (-95%) | (-93%)  (-98%)  (-88%)  (-88%)
0.3157 0.3172 03216 03209 02750 0.0160 | 0.0261 0.0080  0.0390  0.0408
Steam | NDCG@5 | (.17%) (-16%) (-15%)  (-15%) (27%) (-96%) | (-93%)  (98%)  (-90%)  (-89%)
0.6429 0.6431 0.6474 06471 0.6220 0.0619 | 0.0834 0.0322  0.1308  0.1287
HR@10 (-7%) (-7%) (-6%)  (-6%) (-10%) (91%) | (-88%)  (95%)  (-81%)  (-81%)
0.3685 0.3700 03732 03730 03386 0.0269 | 0.0391 0.0138  0.0593  0.0601
nDCG@I10 | (-12%) (-12%) (-11%)  11%)  (19%) (-94%) | (91%)  (97%)  (-86%)  (-86%)

4. 3 WEMEEITFE (RQ1)

ARG VUM Spattack 5 WA L AE ST SERE FEAT LLEL,  FRAERR 4-2 /R T Skia g
B, A AR R R B RO R T, RIS T 5 A B I T RE PR IRR . 7 3%
B EE LG, LR RMFERIELEWT:

® (XA BTG IL T, Spattack R LA % il D B 5 5 ) i oK B LI A A 1)
e, 1XFRH] FR 1% % %) Spattack FJMdr. #iln, 1 3%:EE% )i 1, Spattack

AT RLSEIL 47% 3] 98% 1t REFFAK » 1X M 5. 25 I PR AR B HERE R 40 5 bR HE IR
S RGRPL, o2 RFF G B R, RS AN i B A R A A FR
B (el 3.1 frs) , BRI SEgh f B A SRR &4
® Spattack W E TP A FEHEB RS, XK FR B 552 B A SR FE  BE B 1Y
sl o HJFERAE T Spattack 7870 R 7ML R G BIMESS T, 8 SOOI B 2 1)
Yk Y. BART S, LabelFlip 1 FedAttack ' BEil i % B8t o] B bR
IMAE LIE, Cluster A1 Fang H, A] AYTE SR JT M BRI BA L, AT S BE = (R B
R . BEIR Fang A LALE RAYERR L HIAH SOT7 P8, (BTEA5E FR KI#HE
A, RYEBEM-FHHES M FNE, FEEEERERAE.
® (£ RZHIHILT Steam HHE L MISE R N IE ML100K AT MLIM, X% H] Steam
EMEAL, R Steam P &L B (R 4-1 hRH ARG
P, I EAE 2 5 52 Bk R
4. 4 ERFETRIRERR (RQ2)
A ) FL RGEIE AR 5 52 21038 5 RE B (0, DR AR R I 1V 22 B8 77
W, EATRT AR S s P i LGN T RROR R ORAUERC IS 8. Spattack A& 5 BB 571 iX
LeF AL, BHIE FR BRI S? FEAHR 73 rh oAl 1 Spattack £EAN W39 0 i) 2% 5 2 7
o LU p TP B4 FR BA &t BRI S, #Hp W E N{0%, 1%, 3%, 5%} LA VF-Al 4= 1
Spattack-T [RCR, HKs H 1% B 9 = 1 {0%, 5%, 10%, 15%} LA VTl B PR 3k 1) 9F 4= 401
Spattack-11. i#JJ Mean. Median ! Norm & #X A X217 7 FR 5248, (HAUAE
Spattack-I-D Fl Spattack-II-D F{# f Trimmed Mean (TrimM) A1 Krum. KA TrimM Fl
Krum 5 #2470 28 0 S S B g 2 — 2 HL T e 1, 10 Spattack-1-S 1 Spattack-11-
S KBRS RAL P i BRN [F) B AT T ANFE S B 5EFr, PR BB VA TJCiE R o 4
RERERE 419, FUUTRIM:
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® U 5% P umpiae it Spattack M HFF(RHEEE RS, H 27K ZHE LT FHIE
RN S . R X LLGETE FL e Ea] DUARIELE Sl s R PSR (st
T Median, p <50%) , {HEAIFE FR FHHUAZEMSSSE 2, XMW T FR MK
=Wtk JREE T AR S BEAARBENE, Bk Z2HYH (5
fm ) RIS 100 B 5 ) g AU

® LU H FIHIRAIRE S 2 BRI, 7EB R ELRIGnn, Biffl FR MERERFS: IR, HE
ToEWS. Bltn, *p = 10%Hf, Spattack-II-ST] LLZE Median & 2% T BH LEAEA L
S, LIS I pi{% T Median HIBEIR £ 50%. 45 RWIRME T —AMNEMERE S BER
R A2 i (A B AN B AR Gt ORI IR HE S R G, R D e s = ] LU FH e LR 7 R
Birh s, JF HANSRBEE AN o

® 14, FILIMEER] Norm KA % LG i Bt I 2R & s R L FE 4 Bl A5 2R . BRRAE
AFITT Z S T, BAARCRRIT ZHA R T RS SRR G4 T s,
B2 AT DU VS 02 SR 5 A 2 A T

B SR R RTE S A FIIE A-1. K A2, K A3 FIFK A4 .

0.70) 0.70 0.70 0.70
‘ ~—&— Mean
oeol N edian 0.60 0.60
= 0.50] S or N = 0.50 = 0.50
5)0‘40 \ Trim? =0. @0.40 .50.40
Zow ™ . Eo30 £ 030
. N -

0.20] \ T 0.20 030
— A .
0.10

I 0.10

A 5% A

0.10]

5% 0% 10% 15%

0% 1% 3% 1% 3% 5% 5% 0% 5% ; i
Percent of Byzantine Clients Percent of Byzantine Clients Percent of Byzantine Clients Percent of Byzantine Clients

(a) Steam (Spattack-1-D) (b) Steam (Spattack-I-S) (c) Steam (Spattack-11-D) (d) Steam (Spattack-II-S)
0.40 - 0.40
035 ‘Tﬁ_{"::::_? 0.35 N
®o.25 @, 3025 AN 4
g a0 Z 020 \
ols 015 — 1\
oo — 0.10 T
0% 1% 3% 3% 0% 1% 3% 5% 0% 5% 10% 15% 0% 5% 10% 15%
Percent of Byzantine Clients Percent of Byzantine Clients Percent of Byzantine Clients Percent of Byzantine Clients
(e) ML100K (Spattack-1-D) (f) ML100K (Spattack-1-5) (g) MLIOOK (Spattack-11-D) (h) MLI100K (Spattack-1I-S)
0.45) ¥ ——
0.40 T~
o035
@030
2025
=020 T
- 0.15 A
0.10]

5% [ ki

0% 1% 3% 5% 0% 1% 3% 5% 1% 5% 10% o Y 10% 15%
Percent of Byzantine Clients Percent of Byzantine Clients Percent of Byzantine Clients Percent of Byzantine Clients
(i) MLIM (Spattack-I-D) (j) MLIM (Spattack-1-S) (k) MLIM (Spattack-11-D) (1) MLIM (Spattack-1I-S)

B 4-1 Spattack 7E N RILL B T BOFE 5 B2 ot e 5 RIS S O 1 BT
4.5 BEHWAERB M (RQ3)

kT FedMF #4b, Spattack BUife 5 HFE 2 HAMBH R RGWE? 10 SLPr T35t
Hh, B TR E SRR FR #2 . 7EHRZR T Spattack WA 52008 FH SGD I Zk [T
FedMF #Mj5, ASOK T fif Spattack KU /& 5 iE A T HoAth FR B ASFRAL S . N THIE
B Spattack X HAMEBCH 2 > BA @AM, ASCBd FAEYS IR A RSN GNN B 244
PIBEM R, XERSeiHtn) FedGNN[38IHAT 1 VUM B 5Ems . A B AN 18 /7 X 8L
T Mean & #5F1 Median K545, 45 R BIRTERE 4-2 1, BB TEr AR £ 45 3
BRTEM S A HHIE A-1 .

B MEL R, FrA 1R KM BEAE Spattack B T &UE| N B4, IERH T FedMF Al FedGNN
AL EET . BRI GNN M3 ER S, Bhd ] DUEE B8 S AR B 1L
HYIZR. 4bh, Spattack FEBHEIE O T A DUSEELE AR Bdi . JR LXK 2 50 i
(BEHED , BEMERESBNHLESFRMIRZE, R AR A # i Tk
PR BB AR M, T3 TG BRI 2 R NP 28 0% R R B T AR . R
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AR ELR AT AE ] 4-4 TRE S|, ARIGEfE7R T Spattack 76 Adam LA a5 4T 2L

PE, ZREIRER 43, HIEMA4S

0.70

RAEMS A K A2 FEI.

0.40 W

035 0.60 0.50 = ok 0.70
= 030 o 050 0404 EEH Atk 1D 0.60

= ; < 0.50

=025 éolm = Atk 18 =
2 0.20 & So30 anip | Sodo

g 030 & &
To.15 = =020 = 030

0.10 0.20 020

0.10 0.10
0.05 0.10)
o o ==l o o
No Defense No Defensc Defensc No Defense
(a) ML100K (b) Steam (a) ML100K (b) Steam

4-2 §F%} FedGNN 1B KM BE

4-3 £ Adam RIS TROBLE M RE

4.6 WEHEHBSH 7 (RQ4)

e, ARSCHEFE T B S 400 Spattack (1540 7EE] 4-4 o, R TR SRS 2+,
TEBR AN AT B4 R A 0. 204 40 A1 60 3 TFRATC (1500, FR WS il . &5
BAE ML100K %54 E ] 200 4 epoch ) HR@10 155> #E4T T Al 404k, S Hin FEME
1) WL fef

B, MWBUINEHELS Epoch FFUA ) Spattack 5[] T H AT B 4 e P RE,  IRAARE A
CEA X BRI Epoch TSR b4, AT LUMLSE BI7E 3% A B 1HI¥) Spattack-1-DAI Spattack-
I-SH1, M5 60 1 epoch JFUATE Y HR@10 (H8(04%) 7245 60 4 epoch W51k ETFIf:
TR MR, M T HAB IS AR S 60 A epoch JEilvl % 10, JRFRAEXE |
&7 RREME, PES TP RESEN T, SEEREGED MR NE.
TEBHERRA FR H, Median(:) RG24 F HEIE PR BB ME N, JRRE MR M
R PR e, X BIRAIE T FRbi A ML a5 14

0.25

030 — ¢ g 0.30
20 :
= 025}~ 40 =025 =020 o F
® @ S 3 3
s 0.1 ®
502” %—a,m £ g
0.15 - 015 4 T 010) et e -
il N | | oA
0.10f  AARPAR AL S ARt 0.10f gy AT oA e 0.05] -\ gpriantr A b

[ 40 80 120 160 200
Epoch

(a) Spattack-I-D (No Defense)

010 M"&;fawr,.fy.\wmmﬁ” Gl

[ 40 80 120 160 200

Epoch

0 40 80 120 160 200
Epoch

pos

(b) Spattack-I-S (No Defense)

(1] 40 80 120 160 200
Epoch

(c) Spattack-1I-D (No Defense)

0.204

2015
-

"“"““\“ ~ e
010 SR o A g Sohplon
R 4

[ 40 80 120 160 200

Epoch

0.20

=
® N
& 0.10] A

|

| P .

b prtioanyiiiniuipon freloafoinad

0 0 80 120 160 200
Epoch

(d) Spattack-1I-S (No Defense)

ITAN
0101

\ VT Y
Mo AR J\}ﬂw&{‘m\ﬁlﬁm WA

[ 40

R0 120 160 200
Epoch

(e) Spattack-1-D (Defense) (f) Spattack-I-S (Defense) (g) Spattack-1I-D (Defense)

4-4 7£ ML100K #¥#8%E £, Spattack ZEA[EHY Epoch FFIAHITIEAY FR YLELIER
bREGRZ

ARSCEVON FR AUSHORRTE & i 12 2 S0 50 5L FE S e b bE, B0 FR 04
SN PR A T R GEMTE FL RSB ERL) . REET FR HEE
SR, it T — RS HENS, BRJy Spattack, IKHEICCE AR B # ORI U AE
KSR, KRS s B R, FR 4 Spattack IEHMETS, AR/ M2 P
T DABEBR A BB FR B 1%

FR {92 &b i — NS M, A SCH A T IRABF SR I IR Kok F A7 2
BF A} Spattack SEHI—AMEHEIRA S, DLEER M8,
Eigt

EMEVCHE T, RABEI T Y2 A BRI, X, AL, TR

(h) Spattack-11-S (Defense)
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NS S LRI, A2 BRI 1 St A09R A B, an R WIAT e 1 A5 igiE
o

B, WERRNTE S TR ERARHYR, AADGERAESAR L
HI5IEg N, BRI T RN A AR B, A yBR ot 1 U1senl 47 i 3im
8%, I 2SR BAEER . AW FR, ERERGE RS, RWRE] 7 AERTR g
REAFRAFB LA A B ADON IR M T E 5 MW S BB ik, SR Lo iy 40 2t
fRFEITEBOT KT EESAIA, AR, RE IR E R TARS
ERTS ALNEE

WA, P T JRk A A T 9 A 2 K K (41 A5 AR BT L K 5% GammaLab SIE36 = (14
P2 ImARE 7, efbf)gs 7R RIFIE 2] IERASERF &, bR EHER. A4
SAERIE E45F 78R, IR TIREEFE N 7 I 5.

e, MTAS TR IASGERZIN. F5. AMF AR R BB
FEAEA ARG . AR, AT AR RS !
&3 Hk
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{5%, 10%, 15%]}. Spattack-Il 75 Z 5 2 (PG R R i 4 e RIS il L g5 3, TR A 2
VAL _EAEBEALRE R VR b B s I L, RUANME AR ATA B A B E TR 5. WIsk A-3 B
N, REES T BAHSEHMENESSE, Spattack B i9R AT LAZE 10%[1) EL5] T B 1L
WS PR 81%F1 97%, X FhIERE T B2 B TR SR & I NE 59 Mt iy . ax gt it
T AERMBER, R R PR b 8 B A B AR ar s R B R, RO
AT LA R BE ML A5 AR B AR S SRR . eah, AR R LA ZZ R, FERAfETE R
Wikisd, Norm RA#n IR ESE BRI E B R . X2 RN &
W 7S A FAREZ IS 0L, KA EE AR TEEFFSEHE R A4 MMhEdE, (Hn bl
P 52 R S R A 4D 177 A 5 B

Spattack-11-S W5 I PEREPEAL » RS ZERTIRAIRE ST A RS, W5 Spattack-11-
D 1B E LT FR B GHEEYERE, W A-4 FioR, IXRUIIER RGELER A
5y 5% 3| Spattack W5, X RES IS EIESMNIURPIN A, “FIEFEERETE 5%
10%A1 15%:% = EL] R 73 5 R BEZT 56% 73%AH 78%.

%= A-1 £ Spattack-1-DITE RO RE

1% 3% 5%

Dataset | Defense [ lR@5 nDCG@5 HR@10 nDCG@I0 | HR@S nDCG@S HR@I0 nDCG@I0 | HR@S  nDCG@5 HR@10_nDCG@I0
00551 00354 00986 00491 | 00530 00339 00944 00470 | 00573 00352 00944 00470
Mean | (7806)  (78%)  (T6%)  (TT%) | (T9%)  (T9%)  (TT%)  (T8%) | (TT%)  (T9%)  (TT%)  (-78%)
© 02312 01545 03510 0.0924 | 0.1485 00943 02725 01339 | 00371 00233 00732  0.0346
Median | (L9o)  (-10%)  (9%)  (10%) | (42%) (45%)  (29%)  (37%) | (-85%) (-87%)  (81%)  (-84%)
0.1972 0.1305 0.3181 0.1691 0.1410  0.0981 0.2153 0.1216 0.0530  0.0340 0.1018 0.0496
Nomm | C179)  (18%)  (-18%)  (-18%) | (-41%)  (-38%)  (45%)  (41%) | (78%)  (19%)  (74%)  (-T6%)
' 02269 01488 03489  0.876 | 00647 00407  0.198 00582 | 00361 00213 00721 00328
TamM | C10%)  (9%)  (14%)  (12%) | (T4%)  (T5%)  (T0%)  (T3%) | (86%)  (87%)  (-82%)  (-85%)
01941 01235 03065 0596 | 00255 00134 00456 00199 | 00509 00295 00891 00418
Krum | (1190 (3%)  (0%)  (F1%) | (-87%)  (:89%)  (:85%)  (87%) | (-T3%)  (T5%)  (T1%)  (-73%)
01151 00702 02149 01022 | 00907 00549  0.1679  0.0793 | 0.0730 00437  0.1366  0.0640
Mean | 639%)  (-66%)  (-54%)  (60%) | (TI%)  (T3%)  (-64%)  (-69%) | (-TT%)  (T9%)  (-10%)  (-T5%)
102055 01975 04422 02446 | 00394 00228 00839 00370 | 00457 00270 00919  0.0418
Median | (50 (4%)  (5%)  (4%) | (-87%)  (-89%)  (-82%)  (85%) | (-85%) (87%)  (-80%)  (-84%)
03000 01981 04465 02453 | 02901 01893 04306 02347 | 0.1442 00989 02104  0.1202
Norm | (%) (2%)  (2%) (%) | (%) (7% (S%)  (6%) | (53%)  (S1%)  (-54%)  (-52%)
‘ 02593 01765 04151 02262 | 00391 00222 00838 00364 | 0.0445 00255 00863  0.0390
TAmM | (17%)  (-14%)  (-10%)  (-11%) | (87%)  (-89%)  (-82%)  (-86%) | (-86%) (-88%)  (-81%)  (-85%)
0.2361 0.1504 0.3586 0.1899 0.0368 0.0216 0.0776 0.0346 0.0462 0.0268 0.0929 0.0418
Kum | v) (%) (4% (3%) | (-84%)  (86%)  (-19%)  (-82%) | (-80%)  (-82%)  (-75%)  (-79%)
00677 00403 01276 00596 | 00685 00408  0.287 00601 | 0069 00411 0129 00603
Mean | (gg06)  (:89%)  (-82%)  (-86%) | (-88%)  (-89%)  (81%)  (-86%) | (-88%) (-89%)  (81%)  (-86%)
© 01719 01205 02323 00400 | 00442 00265 00791 00376 | 00290 00175 00568  0.0262
Median | (38%)  (-38%)  (-54%)  (47%) | (:84%)  (-86%)  (-84%)  (86%) | (-90%) (91%)  (-89%)  (-90%)
0.0717 0.0428 0.1322 0.0622 0.0690  0.0409 0.1292 0.0602 0.0682 0.0408 0.1300 0.0605
Nomm | (8790  (:88%)  (-81%)  (-84%) | (-87%) (-88%)  (-81%)  (85%) | (-87%) (-88%)  (81%)  (-85%)
' 02001 01622 02502  0.1783 | 00378 00228 00714 00335 | 00288 00175 00584 00269
TAimM | (65%)  (-57%)  (-64%)  (-58%) | (-93%)  (94%)  (90%)  (92%) | (95%) (95%)  (92%)  (-94%)
01607 01253 02118 0416 | 00381 00237 00709 00341 | 00200 00175 00570 00264
Krum | (3796)  (29%)  (-55%)  (42%) | (-85%)  (-87%)  (-85%)  (-86%) | (-89%)  (-90%)  (-88%)  (-89%)

ML100K

MLIM

Steam
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%= A2 7E Spattack-1-SKIE T HOHER 14 AE

1% 3% 5%
Dataset | Defense ['JR@5 nDCG@5 HR@10 nDCG@I0 | HR@5 nDCG@5 HR@I0 nDCG@I0 | HR@5 nDCG@5 HR@10 _nDCG@I10
00647 00373  0.1421 00618 | 0.0594 00362 00997 00492 | 00541 0.0318  0.1039  0.0479

Mean | (74%5)  (77%)  (-65%)  (71%) | (-76%)  (-78%)  (T5%)  (T7%) | (-78%) (81%)  (-74%)  (-78%)

© 102365 01591 03606  0.1989 | 01994 01312 03075  0.1660 | 0.1198 00720 02068  0.0996

MLIOOK | Median | (795 (-8%) (-6%) (7%) | (22%)  (24%)  (20%)  (22%) | (-53%)  (-38%)  (-46%)  (-54%)
02216  0.1417 03446  0.1811 | 0.1994 0.1249 03404  0.1698 | 0.1538  0.1032 02418  0.1314

Norm | (79%)  (-11%)  (-11%)  (-13%) | (-16%)  (-22%)  (-12%)  (-18%) | (-35%)  (-35%) _ (-38%)  (-37%)

0.1204 00738 02230  0.1065 | 0.0925 00553  0.1753  0.0817 | 0.0805 0.0493  0.1568  0.0736

Mean | (61%)  (-64%)  (-52%)  (-58%) | (-70%) (-T3%)  (-62%)  (-68%) | (-74%)  (-76%)  (-66%)  (-71%)

02995 02001 04452 02468 | 02439  0.1570 03641  0.1957 | 0.0447  0.0264  0.0897  0.0407

MLIM | Median | (49  (-2%) (-4%) (3%) | (22%)  (23%)  (21%)  (-23%) | (-86%) (-87%)  (-81%)  (-84%)
03028  0.1986 04520 02468 | 02902  0.1898 04382 02375 | 02023  0.1402 02793  0.1648

Norm | (.19  (-2%) -1%) (-2%) (-5%)  (-6%) (-4%) (-5%) | (:34%)  (31%)  (-39%)  (-34%)

0.0701  0.0410  0.1404  0.0635 | 0.0671 00390  0.1308  0.0593 | 0.0695 0.0410  0.1348  0.0617

Mean | (88%)  (-89%)  (-80%)  (-85%) | (-88%) (-90%)  (81%)  (-86%) | (-88%) (-89%)  (-81%)  (-85%)

© 103333 02448 04602 02855 | 00266 00152  0.0600  0.0258 | 0.0218 00115 00498  0.0204

Steam | Median | (120%) (+27%)  (-9%) (+8%) | ((90%)  (-92%)  (-88%)  (-90%) | (-92%)  (-94%)  (-90%)  (-92%)
0.1761  0.1226 02673  0.1520 | 0.0685 00398  0.1324 00602 | 0.0703 0.0414  0.1359  0.0623

Norm | (.67%)  (-64%)  (-61%)  (-61%) | (-87%)  (-88%)  (-81%)  (-85%) | (-87%)  (-88%)  (-80%)  (-84%)

%= A-3 1£ Spattack-1I-DIE NHIHER 4 B
5% 10% 15%

Dataset | Defense "HR@5 nDCG@5 HR@I0 nDCG@I0 | HR@5 nDCG@5 HR@I0 nDCG@I0 | HR@S5 nDCG@S HR@10 nDCG@L0
00318 00160 00785  0.0309 |0.0233 00121 00562 00225 | 00265 00139 00562  0.0231

Mean | (879%)  (:90%)  (81%)  (-85%) | (91%) (93%)  (-86%)  (-89%) | (-89%) (-92%)  (-86%)  (-89%)

© 02163 01324 03637 01797 | 0.0095 00056 00233 00099 |0.0233 00139 00530  0.0234

Median | _159%)  (-23%)  (-6%) 16%) | (-96%) (-97%)  (94%)  (95%) | (91%) (-92%)  (-86%)  (-89%)

02418 01480 03659  0.1876 | 0.1516  0.0910  0.2969 0.138 0.106  0.0601  0.1877 0.086

MLIOOK Norm | (12%)  (-7%) (-6%) 10%) | (-36%)  (43%)  (23%)  (-33%) | (-55%) (-62%) = (-52%)  (-59%)
) 02269 01511 03690  0.1968 |0.0074 00041 00286 00110 | 00276 00162  0.0551  0.0249

TimM | C10%)  (-8%) (-9%) (-8%) | (97%)  (-97%)  (-93%)  (95%) | (-89%) (-90%)  (-86%)  (-88%)

0.1474 00879 02259  0.1132 |0.0159 00101 00318 00152 | 00286 00159 00615  0.0264

Krum | (2306)  (227%)  (27%)  (-28%) | (<92%)  (-92%)  (-90%)  (-90%) | (-85%)  (-87%)  (-80%)  (-83%)

00272 00153 00720  0.0295 |0.0237 00128 00523 00219 | 0.0260 00146 00603  0.0254

Mean | (91%)  (-93%)  (-84%)  (-88%) | (-92%)  (-94%)  (-89%)  (91%) | (-92%) (93%)  (87%)  (-90%)

~ 00121 00055 00894 00296 | 0.024 00144  0.046 00215 | 00387 00220 00732  0.0330

Median | (L96%)  (-97%)  (-81%)  (-88%) | (-92%) (-93%)  (-90%)  (-92%) | (-88%) (-89%)  (-84%)  (-87%)

MLIM 02805 0.1822 04333 02313 |0.0962 0.1185 03343 01628 |0.1119 00664 02240  0.1023
Norm | (.8%)  (-10%)  (-5%) (-8%) | (-36%)  (-42%)  (27%)  (35%) | (-63%) (-67%)  (51%)  (-59%)

) 00232 00103  0.1611 00537 |0.0359 0.0207 00717 00321 |00255 00152 00503  0.0231

TrimM | (093%)  (-95%)  (-65%)  (-79%) | (-88%)  (-90%)  (-85%)  (-87%) | (-92%)  (-93%)  (-89%)  (91%)

0.0205 00114 00384 00170 | 0.0226 00129 00520 00221 | 0.0274 00155 00592  0.0256

Mean | (L96%)  (-97%)  (-94%)  (96%) | (96%) (97%)  (-93%)  (-95%) | (95%) (-96%)  (91%)  (-94%)
100285 00160 00549 00245 | 00434 00261 00874 00400 | 0.0493 00293  0.0906  0.0426

Median | (90%)  (-92%)  (-89%)  (91%) | (-84%) (-87%)  (-83%)  (-85%) | (-82%) (-85%)  (-82%)  (-84%)

00171 00098 00442 00184 |0.0226 00121 00560 00227 | 00250 00134 00634  0.0256

Steam Norm | (979)  (97%)  (-94%)  (-95%) | (-96%) (-96%)  (-92%)  (-94%) | (-95%) (-96%)  (91%)  (-94%)
) 00296 00166 00552  0.0248 |0.0440 0.0263 00879 00402 | 0.0480 00285  0.0903  0.0421

TrimM | (L95%)  (-:96%)  (-92%)  (94%) | (-92%) (93%)  (-87%)  (-90%) | (-92%) (-93%)  (-87%)  (-90%)

0.0288 00168  0.0554  0.0253 |0.0434 00265 00866 00402 | 0.0472 0.0281  0.0895  0.0416

Krum | (899%)  (-90%)  (-88%)  (-90%) | (-83%)  (-85%)  (-81%)  (-84%) | (-81%)  (-84%)  (-81%)  (-83%)

%R A-4 7£ Spattack-1I-SITH NHUHEEF L &E
5% 10% 15%

Dataset | Defense [ jR@5 nDCG@5 HR@10 nDCG@I0 | HR@5 nDCG@5 HR@I0 nDCG@I0 | HR@5 nDCG@5 HR@10 nDCG@I10
00742 00425  0.1559  0.0683 |0.0456 00249  0.1124  0.0462 |0.0477 0.0264  0.0997  0.0428

Mean | (709%)  (-74%)  (-62%)  (-68%) | (-82%) (85%)  (-12%)  (-78%) | (81%) (-84%)  (-75%)  (-80%)

© 102238 01433 03733 0913 | 0.0308 00179 00764 00321 |0.0339 00206 00742  0.0336

MLIOOK | Median | 120)  (-17%)  (-3%) 11%) | (-88%)  (-90%)  (-80%)  (-85%) |(-87%) (-88%)  (-81%)  (-84%)
02397 01525 03690  0.1935 |02068 01243 03118  0.1579 |0.1315 00804 02503  0.1187

Norm | (+1%)  (-4%) (-5%) (7%) | 13%)  (22%)  (20%)  (24%) | (45%)  (50%)  (-36%)  (-43%)

00359 00207 0.0917 00385 |0.0268 00156 00641  0.0274 |0.0288 0.0166  0.0679  0.0290

Mean | (88%)  (-90%)  (-80%)  (-85%) | (91%) (92%)  (-86%)  (-89%) | (91%)  (92%)  (-85%)  (-89%)

| 00825 0039 02237 00840 |0.0285 00169 00536 00250 |0.0387 00229 00728  0.0338

MLIM | Median | (74%)  (-81%)  (-52%)  (-67%) | (-91%)  (92%)  (-88%)  (-90%) | (-88%) (-89%)  (-84%)  (-87%)
02815 0.1822 04368 02321 |02063 0.246 03464  0.1696 |0.1281 0.0746 02445  0.1118

Norm | (.8%)  (-10%)  (-4%) (7%) | (-33%)  (38%)  (24%)  (-32%) | (-58%) (-63%)  (-46%)  (-55%)

0.0453 00259  0.0901 00401 |0.0440 00258 00914  0.0408 |0.0410 0.0239 00890  0.0393

Mean | (9205)  (:93%)  (87%)  (-90%) | (-92%) (93%)  (87%)  (-90%) | (-93%) (94%)  (87%)  (91%)

© 100378 00221 00791 00351 |0.0488 00285  0.0927 00426 |0.0450  0.0264  0.0938  0.0420

Steam | Median | (86%)  (-89%)  (-84%)  (-87%) | (-82%)  (-85%)  (-82%)  (-84%) | (-84%) (-86%)  (-81%)  (-84%)
00679 00389  0.1628  0.0692 |0.0554 00322 01138  0.0508 |0.0469 0.0265 0.1031  0.0444

Norm | (.87%)  (-89%)  (-76%)  (-82%) | (-90%)  (-91%)  (-84%)  (-87%) | (91%)  (-92%)  (-85%)  (-89%)
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